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1.  Overview 


The  U.S.  Army  Research  Laboratory  (ARL),  Human  Research  and  Engineering  Directorate 
(HRED),  Army  Medical  Department  Field  Element  is  a  tenant  organization  to  the  U.S.  Army 
Medical  Department  Center  and  School  located  on  Ft.  Sam  Houston  in  San  Antonio,  TX.  The 
Medical  Education  and  Training  Campus,  a  Department  of  Defense  (DOD)  integrated  campus 
under  a  single  university- style  administration,  is  also  located  on  Ft.  Sam  Houston.  The  primary 
missions  of  these  two  training  programs  are  the  same:  to  ensure  the  Soldiers,  Sailors,  and  Airmen 
who  attend  health  care  professional  or  paraprofessional  training  are  competent  to  do  their  jobs 
upon  graduation.  The  cadre  continues  to  seek  innovative  methods  to  improve  training  and  retention 
of  learning,  and  ultimately  to  provide  qualified  individuals  to  fill  their  service-specific  jobs. 


One  area  of  concern  is  how  to  best  structure  training  to  address  high  attrition  rates  while 
maintaining  the  rigor  necessary  to  ensure  proficiency  among  graduates.  The  U.S.  Army  Health 
Care  Specialist  (also  known  as  68W,  Combat  Medic)  Military  Occupational  Specialty  (MOS), 
Advanced  Individual  Training  (AIT)  program  is  the  largest  Health  Care  MOS  training  program 
at  Ft.  Sam  Houston.  The  large  number  of  students  needed,  coupled  with  the  current  shortage  of 
U.S.  Army  Health  Care  Specialists,  brings  attrition  from  the  training  program  under  particular 
scrutiny  (figure  1).  Approximately  16  classes  of  400  to  450  service  members  per  class  are  trained 
annually  (n  =  6400).  With  1 149  individuals  on  average  failing  to  complete  the  program  each 
year,  the  attrition  rate  is  approximately  18%. 


68W  Staged  at  1st  METC  Class,  data  as  of  22  May  13 


0.25 

UCL=0.2392 


P=0.1795 


LCL=0.1198 


Figure  1 .  Attrition  rates  for  68W  students  from  final  quarter  2009  through  third 

quarter  2013  (Army  Medical  Department  Center  &  School  internal  report 
using  data  from  the  Army  Training  Requirements  and  Resources  System 
[ATRRS],  2013). 
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Research  conducted  by  ARL/HRED,  Army  Medical  Department  Field  Element,  to  address  the 
high  attrition  rates  among  Soldiers  attending  the  68W  Healthcare  Specialist  MOS  course  at  Ft. 
Sam  Houston,  TX,  resulted  in  the  development  of  a  tool  designed  to  provide  feedback  for 
students  and  cadre  (DeVilbiss  and  Rice,  2007;  DeVilbiss,  Rice,  Laws,  and  Alfred,  2010;  Rice, 
Butler,  Marra,  et  al.,  2006;  Rice  and  DeVilbiss,  2006;  Rice,  Butler  and  Marra,  2007;  Rice, 

Butler,  Marras,  et  al.,  2007;  Rice  and  Alfred,  2012;  Rice,  Banderet,  Merullo  and  Boykin,  2012; 
Rice,  Butler  and  Marra,  2013).  The  development  process  involved  selecting  questionnaires  and 
scales  that  represented  factors  thought  to  be  associated  with  performance  during  training  within  a 
health  care  field.  These  factors  were  identified  by  instructors  and  supervisors  of  the  68W  training 
program  during  focus  groups  and  through  an  extensive  literature  review  on  predicting  academic 
performance  among  health  care  students  in  civilian  and  military  settings  (Rice  et  al.,  2006). 
Approximately  360  questions  covering  a  wide  range  of  personal  characteristics  and  constructs 
were  selected  and  administered  to  700  Soldier  volunteers  attending  68W  AIT.  Analyses  were 
conducted  to  identify  relationships  between  the  questionnaires  or  scales  and  academic 
performance  (pass/fail  status  and  grade  point  average)  during  68W  AIT.  The  final  tool  includes 
136  active  questions  and  over  300  inactive  questions  that  can  be  turned  on  to  investigate  other 
training  programs. 

The  feedback  information  for  both  students  and  cadre  is  based  on  the  initial  research,  with 
analysis  consisting  of  a  combination  of  correlations  and  logistic  regression  techniques.* 
Questionnaire  data  was  found  to  be  related  to,  and  predictive  of,  academic  achievement  in  the 
68W  training  program.  Only  those  questions  and  scales  related  to  (and  predictive  of)  academic 
achievement  have  been  included  in  the  Personal  Academic  Strategies  for  Success  (PASS)  tool 
(Rice,  Butler,  Marra,  et  al.  2006;  DeVilbiss,  Rice,  Laws,  and  Alfred,  2010;  DeVilbiss  and  Rice, 
2007;  Rice  and  Alfred,  2012).  The  factors  that  represent  the  various  questions  and  scales  were 
prioritized  according  to  strength  (of  regression  beta)  and  the  number  of  times  a  factor  appeared 
as  significant  in  numerous  analyses,  including  both  regressions  to  predict  pass/fail  status  and 
grade  point  average  (table  1)  (Rice  et  al.,  2007;  Rice  and  Alfred,  2012).  The  research  identified 
27  factors  associated  with  successful  68W  academic  performance  derived  from  the  list  in  table  1. 

In  the  final  version  of  this  tool,  students  answer  a  series  of  questions  about  their  background, 
experiences,  and  how  they  approach  events  in  their  life.  They  then  receive  feedback  about  how 
they  can  best  take  advantage  of  their  unique  personality  and  background,  and  moderate  any 
personal  challenges  that  may  be  identified.  The  goal  is  to  use  the  personalized  feedback  to  make 
changes  in  their  life  and  pass  AIT.  The  feedback  to  students  provides  them  with  information  that 
could  impact  their  AIT  performance.  This  portion  of  the  tool  is  referred  to  as  the  PASS. 


The  statistical  process  was  as  follows.  First,  the  correlation  analyses  identified  several  correlates  of  academic  achievement. 
Then,  these  correlates  were  narrowed  using  confirmatory  factor  analysis  until  a  reasonable  number  of  variables  were  selected. 
Next,  the  reduced  variable  list  was  input  into  logistic  regression  analyses  until  the  best  fit  model  of  academic  achievement 
predictor  variables  was  identified.  The  final  regression  model  then  formed  the  basis  for  both  the  PASS  and  AC2T.  This  was  done 
for  both  pass/fail  status  and  for  grade  point  average. 


2 


Table  1.  Prioritized  list  of  variables  contributing  to  regression  analyses  predicting  pass/fail  and  grade  point 
average  for  students  attending  68W  AIT. 


1.  Education  Level 

18.  Positive  Thoughts 

2.  Study  Skills 

19.  Overall  Attention  Deficit/Hyperactivity  Disorder 

3.  Hardships 

Symptom  Score 

4.  Continuance  Commitment 

20.  Parental  Marital  Status  -  Parents  Divorced 

5.  Health  Status 

21.  Home  Until  Enlisted 

6.  Physical  Fitness  Prior  To  Enlistment 

22.  High  School  GPA 

7.  Interest  In  Course 

23.  Oppositional  Defiance  Disorder  Symptom  Score 

8.  Willingness  To  Take  Course 

24.  Achievement 

9.  Low  Training  Importance 

25.  English  As  A  Second  Language 

10.  African  American 

26.  Marital  Status,  self  -  divorced 

11.  Self-Efficacy 

27.  Overtired 

12.  High  School  Science  Grades 

28.  Prior  Medical  Training 

13.  Fear  Of  Failure 

29.  USAR  component 

14.  Avoidance  Coping 

30.  Negative  Thoughts 

15.  Stress 

31.  Responsibility 

16.  Sociability 

32.  Science  Orientation 

17.  Smoking 

33.  Visual-verbal  learning 

The  PASS  program  functions  as  a  self-evaluation  and  feedback  tool  using  an  online  platform  in 
which  students  answer  an  array  of  questions.  Based  on  their  responses,  students  receive: 

•  A  profile  identifying  individual  personal  characteristics  (strengths  and  concerns). 

•  A  qualitative  narrative  offering  strategies  to  use  their  strengths  and  mitigate  their  concerns 
to  facilitate  academic  achievement. 

•  Additional  references  for  those  interested  in  learning  more  about  how  to  improve  their 
performance  based  on  their  profile. 

The  chief  aim  of  the  PASS  program  is  to  provide  students  with  feedback  they  can  use  to  better 
understand  themselves  and  their  behavior  patterns,  so  they  may  use  that  information  to  adjust 
their  learning  strategies  and  ultimately  improve  academic  achievement. 

The  tool  also  provides  feedback  to  cadre.  The  information  included  in  the  feedback  and 
presentation  style  were  developed  and  assessed  with  the  68W  AIT  cadre.  This  portion  of  the  tool 
is  known  as  the  Academic  Class  Composite  Tool  (AC  T),  and  it  is  a  subfunctionality  of  the 
PASS.  The  feedback  to  cadre  is  based  on  the  same  student  self-assessment  data.  It  provides 
information  on  the  68W  training  class  as  a  whole,  in  terms  of  their  strengths  and  weaknesses, 
along  with  suggestions  on  how  cadre  can  proactively  develop  interventions  to  enhance  the 
academic  achievement  of  their  students.  This  function  was  developed  for  commanders, 
supervisors,  and  academic  instructors.  Using  the  data  students  entered  into  the  PASS,  the  AC  T 
provides  them  with: 

•  A  composite  view  of  the  class  characteristics. 
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•  Suggestions  for  effective  teaching  strategies  or  interventions  to  assist  their  students  based 
upon  the  class  characteristics. 

•  Additional  references  for  those  interested  in  learning  more  about  the  topic  areas  identified. 

Because  the  primary  aim  of  the  AC  T  is  to  provide  commanders,  supervisors,  and  instructors 
with  composite  characteristics  of  a  specific  class  of  students,  instructors  may  use  this  information 
to  adjust  their  teaching  styles  to  better  meet  the  needs  of  a  specific  class  of  students.  They  may 
also  develop  interventions  to  assist  the  class,  such  as  providing  instruction  on  study  skills  or 
stress  management. 

Cadre  can  also  elect  to  complete  the  questionnaire  and  receive  their  own  profile  as  a  student.  By 
doing  so,  they  would  receive  the  same  information  students  receive.  This  information  could  be 
used  to  help  cadre  identify  student  Soldiers  with  a  similar  profile.  Given  the  supposition  that 
cadre  have  overcome  personal  characteristics  that  may  have  impeded  academic  performance, 
they  can  then  share  their  own  strategies  for  success  with  their  students. 

In  summary,  the  PASS  is  a  self-help  tool  to  help  students  pass  an  MOS  course.  The  PASS  is 
based  on  research  with  68W  Health  Care  Specialist  AIT  students  to  determine  which  personal 
characteristics  correspond  with  improved  grades  and  a  better  chance  of  passing  the  course. 

The  PASS  provides  students  with  information  based  on  their  own  responses  to  a  series  of 
questionnaires  regarding  topics  taken  from  table  1 .  Along  with  the  identification  of  their  personal 
characteristics,  students  are  given  strategies  to  help  them  build  upon  their  strengths  and  mitigate 
their  challenges  with  the  goal  of  improving  their  performance  during  AIT. 

When  administering  the  PASS,  the  administrator  must  emphasize  to  students  the  importance  of 
answering  the  questions  accurately,  because  accurate  answers  will  determine  the  most  helpful 
feedback. 

To  reiterate,  each  student  taking  the  PASS  will  receive  the  following  feedback  based  on  their 
responses: 

•  A  profile  identifying  their  personal  characteristics  (strengths  and  areas  for  improvement). 

•  Descriptions  of  each  personal  characteristic. 

•  Tips  or  recommendations  to  help  improve  chances  of  academic  success. 

•  Additional  references  if  they  want  to  learn  more  about  their  personal  characteristics. 

Confidentiality  is  key.  None  of  the  student’s  personal  information  will  be  revealed.  Only  group- 
level  data  will  be  presented  in  any  report  published  or  presented  to  anyone’s  command. 
Instructors  and  administrators  will  be  provided  only  group-level  information. 

For  students  to  get  the  best  use  from  PASS  feedback,  they  should: 
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•  Read  the  Strengths  Feedback  to  learn  how  to  maximize  their  strengths. 

•  Read  the  Improvement  Areas  Feedback  to  learn  how  to  transform  improvement  areas  into 
strengths. 

•  Plan  a  course  of  action  by  focusing  on  one  feedback  item  and  the  associated  Tips  for 
Success  at  a  time  to  build  upon  the  strength  and  enhance  the  improvement  area. 

•  Practice,  practice,  practice  to  best  reinforce  learning. 

•  Learn  more  by  reading  the  provided  additional  resources  to  gain  more  self-knowledge  to 
maximize  improvements. 

A.  Design 

PASS  was  designed  with  the  researcher  and  student  in  mind.  The  student  takes  the 
questionnaire,  and  the  researcher  analyzes  the  responses. 

B.  Environment 

1 .  Network  -  Computer  Lab 

PASS  is  run  over  a  local  area  network  (LAN),  though  only  instructors  are  permitted  to 
directly  access  the  back  end  of  PASS  containing  the  student  Personal  Identifiable 
Information  (PII)  or  researcher  data  over  the  LAN.  Students  may  access  internet-based 
applications  but  not  the  LAN  itself.  If  the  PC  the  students  are  working  on  has  access  to 
the  internet,  PASS  will  not  affect  internet  access.  Students  do  not  have  direct  access  to 
the  PASS  back  end  with  student  PII  or  researcher  data.  PASS  is  available  on  machines 
for  student  use  prior  to,  during,  and  after  class. 

2.  Topology  of  PASS 

The  PASS  tool  was  split  into  two  Microsoft  Access  2007  files  to  account  for  data 
storage  needs,  security  issues,  and  ease  of  portability.  A  Front  End  (FE)  for  students  to 
log  into  should  be  located  on  each  machine  in  the  computer  lab.  Each  FE  should  have 
connectivity  to  the  Back  End  (BE)  that  stores  user  credentials  and  is  located  on  a  local 
machine. 

3.  Software 

Microsoft  Access  2007  was  chosen  because  of  its  rich  user  interface  and  because  it  is  a 
standard  installation  on  most  machines,  thus  avoiding  licensing  issues.  Access  data 
input  functions  are  also  familiar  to  most  Windows  users,  such  as  radio  buttons,  check 
boxes,  and  command  buttons. 

4.  Printing 

(a)  Students  and  Cadre 
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Students  and  cadre  should  be  able  to  print  from  any  machine  in  the  computer  lab. 
Current  configuration  requirements  mandated  that  students  be  denied  the  printing 
function.  The  capability  was  turned  off;  however,  the  IT  administrator  has  the 
ability  to  enable  the  feature  (see  section  C). 

(b)  Researchers 

Researchers  should  be  able  to  print  from  their  work  stations. 

C.  IT  Administrator’s  Role 

1 .  General  Functions 

(a)  Ensure  each  machine  is  set  up  correctly  to  include  the  security  settings,  monitor 
resolution,  and  network  connectivity. 

(b)  Connect  the  FE  to  the  BE 

2.  Other  Documents 

(a)  Technical  and  Functional  Specifications 

(b)  Researcher  Administrator’s  User  Manual 


2.  Workstation  Setup  Requirements 


A.  Machines 

1 .  Microsoft  Windows  XP  Operating  System  or  higher  with  the  latest  service  packs. 

2.  The  monitor’s  screen  resolution  is  set  at  1280  x  1024  pixels  or  higher.  Typical  monitor 
should  be  21 -in  flat  screen  with  color  quality  set  to  the  highest  setting. 

3.  Network  connectivity  with  a  minimum  of  100  Mbps. 

B.  Software 

1 .  Students  and  Cadre 

(a)  Microsoft  Office  2007  Professional  or  higher 

OR 

(b)  Microsoft  Access  2007  Runtime  version  or  higher  (a  free  download  from  MS) 

2.  Researcher,  Admin  Researcher 

(a)  Microsoft  Office  2007  Professional  or  higher 
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The  PASS  tool  will  export  results  in  Microsoft  Excel  2007  version — previous 
versions  are  not  capable  of  handling  a  questionnaire  export. 

IBM  SPSS  Statistics  vl6  or  higher  to  assess  the  results  and  possibly  make  changes 
to  the  questionnaire.  Previous  versions  cannot  import  the  number  of  columns 
necessary  for  the  questionnaire. 

3.  IT  Administrator 

(a)  Microsoft  Office  2007  Professional  or  higher. 

(b)  A  graphics  software  package  is  desirable  for  graphic  changes  or  modification  if  needed. 

C.  Front  End 

1 .  Use  master  FE  and  connect  to  BE 

2.  Copy  FE  to  each  student  workstation 

D.  Back  End 

Should  be  located  on  the  network  with  each  person  given  enough  access  rights  to  be  able  to 
add  or  modify  data. 


3.  Logging  In 


A. 


The  Splash  Screen  (figure  2) 

(jSg  Q  ' 

1 .  The  button  in  the  upper-left  comer  or  the  “X”  in  the  right-hand  comer  will  close 

Access  (and  exit  PASS)  at  any  time  and  is  available  whenever  a  user  needs  to  exit. 


2.  Click  the  hidden  button  located  in  the  picture  of  the  computer  in  the  upper  graphic  to 
open  the  IT  Log  in  pop-up  form  and  close  the  splash  screen. 


Figure  2.  Splash  screen. 
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B.  IT  Log  in 


1 .  Enter  password. 

2.  Quit  to  close  the  database. 

3.  Log  in. 


(a)  If  the  password  is  too  short,  a  message  box  will  appear. 


(b)  If  the  password  is  incorrect,  a  message  box  will  appear  that  states,  “Not  found! 
Please  try  again”. 


4.  IT  Function 


A.  Set  Bypass  Key 

The  Bypass  Key  is  turned  off  by  default.  If  the  Bypass  Key  is  turned  on,  then  holding  the 
“Shift”  key  down  as  Access  opens  will  bypass  all  code  and  macros. 
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1 .  Click  the  button. 


2.  Yes  will  enable  the  Bypass  Key. 


The  Byp  a  ss  Key  is  en  a  b  I  ed , 

The  Shift  key  will  allow  the  users  to  bypass  the  startup 
optionsthe  nexttimethe  database  is  opened. 


OK 


3.  No  will  disable  the  Bypass  Key. 


Set  Startup  Properties 


l^t 


The  Bypass  Key  is  disabled. 

The  Shift  key  will  NOT  allow  the  users  to  bypass  the 
startup  options  the  next  time  the  database  is  opened. 


OK 
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4.  Cancel  will  return  to  the  IT  Functions  Menu. 


B.  Table  Connections  (figure  3) 


Figure  3.  Table  connections. 


1.  Researcher,  Administrators,  Cadre  (RAC).  The  RAC  is  used  by  the  student’s  file  to 
record  questionnaire  results. 

(a)  Click  the  Locate  New  File  button. 


(b)  A  Windows  dialog  box  will  appear. 

(c)  Choose  File  and  click  Save.  The  location  and  file  name  will  be  placed  into  the 
connection  string  field. 


Note:  Make  sure  to  use  the  Universal  Naming  Convention  (UNC)  and  not  a  mapped 
drive.  Each  machine  could  have  the  location  mapped  differently. 


2.  Students  cannot  Print  /  Students  can  Print  toggle  button. 
This  button  enables  and  disables  student  printing  capability. 


Students  cannot  Print 


Students  can  Print 


10 


3.  Activate  Student  /  Student  Activated  toggle  button. 

Once  the  RAC  is  in  place,  a  copy  of  the  RAC  is  made,  and  this  button  enables  the 
student  copy.  The  UNC  identified  previously  is  what  the  student  version  uses  to 
record  the  results. 


Activate  Student 


Stud  e  nt  Activate  d 


4.  Feedback  Active  /  Questionnaire  Only  toggle  button. 

When  feedback  is  not  needed  for  a  questionnaire,  this  button  is  used  to  give  the 
“student”  a  questionnaire  complete  message  instead  of  the  results  of  the  questionnaire 
with  feedback. 


Feedback  Active 


Questionnaire  Only 


5.  Personnel  file  location. 

The  Personnel  file  is  used  to  store  participant  information,  such  as  Person  ID  and 
name. 

(a)  Click  the  Locate  New  File  button. 

(b)  A  windows  dialog  box  will  appear. 

(c)  Choose  File  and  click  Save.  The  location  and  file  name  will  be  placed  into  the 
connection  string  field. 

Note:  Make  sure  to  use  the  UNC  and  not  a  mapped  drive.  Each  machine  could  have 
the  location  mapped  differently. 

6.  Change  BE  Password. 

Use  the  Change  BE  Password  button  to  automate  the  process.  If  there  is  no  password 
in  the  BE,  the  manual  process  must  be  used  to  connect  the  BE. 

(a)  Automated  process: 

(1)  If  the  password  to  the  new  file  has  changed,  click  the  Change  BE  Password 
button. 


a.  There  are  restrictions  on  passwords  that  are  described  below. 

b.  Click  Cancel  or  Change  Password. 

c.  If  there  is  no  password  to  the  new  BE,  the  manual  process  must  be  used. 


11 


Fg]  Change  Password 


X 


Change  Password 


Old  Password 


New  Password 

Confirm  New 
Password 


Cancel 


Change 

Password 


(2)  Click  the  Link  Tables  button. 

a.  Tables  will  be  linked  from  the  BE  to  the  FE,  so  tables  stored  in  the  BE 
may  be  accessed  from  the  FE. 

b.  A  message  box  will  appear  stating  the  tables  were  relinked. 


(b)  Manual  process: 

(1)  Enable  Bypass  Key. 

(2)  Open  the  FE  using  the  Bypass  Key. 

(3)  Open  Database  Tools  ribbon. 


I  Run  Macro 


rt  Macros  to  Visual  Basic 

Macro 


^  Property  Sheet  Database  Documenter 

^  Object  Dependencies  3b  Analyze  Performance 
s  -t, 

1  JMessageBar  Analyze  Table 

Show/Hide  Analyze 


V  ©  % 


^  Switchboard  Manager 
with  Password 


(4)  Open  Linked  Table  Manager. 


(5)  Check  “Always  prompt  for  new  location”. 
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(c)  Click  “Select  All”  button. 


1=11  Linked  Table  Manager 

Select  the  linked  tables  to  be  updated: 

;  (VisamhtorgsLalltMCIODIRECT ORATE  FOLDERS\ARL\PROJECTS\Academic  A 

W  vj  Mill . "mil .  liiilill"H  I'  I  II 'I  |i  iiiaTFFnmFR^aBnPRn.iFrT^An^mir'  Attritic 

W  vj  tbIPersonClassTeam  (\teamhtorgslall\MCIODIRECTORATEl  _ 

W  ^  J  tbIPredictors  (\\samh\orgslalHMCIC\DIRECTORATE  FOLDERS\ARL\PROJECTS\Academic  A _ 

W  ♦Ql  tbIQuestion  (WsamhtorgstalllMCIODIRECT ORATE  FOLDERS\ARL\PROJECTS\Academic  Attri 
W  *  J  tbIQuestionCoding  (WsamhtorgslalMMCIODIRECTORATE  FOLDERS\ARL\PROJECTS\Acaderr 
W  tbIReference  (WsamhtorgstalllMCIODIRECTORATE  FOLDERS\ARL\PROJECTS\Academic  At 

W  ♦[!  tblResponses200  (\teamhtorgs\all\MCIODIRECTORATE  F OLDERS\ARLIPROJECTS\Academ 
W  *  J  tblResponses400  (\teamhtorgs\all\MCIODIRECTORATE  F OLDERS\ARLIPROJECTS\Academ 
W  tblResponses600  (\teamhtorgs\alMMCIODIRECTORATE FOLDERS\ARLtPROJECTS\Academ  ▼] 

y _ _ _ i  Jr 


|7  Always  prompt  for  new  location 


(d)  Click  OK. 

(e)  Locate  file  using  the  UNC  and  not  a  mapped  drive. 

(f)  Click  Open.  Wait  for  the  tables  to  be  linked;  it  could  take  a  minute  or  two 
depending  on  the  network.  Watch  the  progress  bar  in  the  lower  right-hand  comer. 

Refreshing  Linked  Tables  I 

(g)  If  successful,  a  message  box  will  appear.  If  the  process  is  unsuccessful,  a  message 
box  should  appear  with  the  problem  and  a  suggestion  on  how  fit  it. 


(h)  Click  OK  to  close  the  message  box  and  then  click  Close  on  the  Linked  Table 
Manager. 

C.  SQL  Server  Connections  Button 

This  button  opens  the  SQL  Connections  form  (figure  4). 
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Figure  4.  SQL  Connections. 

1 .  SQL  Server  Connections 

(a)  Server  Name 

(b)  Database  Name 

(c)  User  Name 

(d)  Password — the  X’s  in  figure  4  are  for  demonstration  purposes  only;  the  actual 
password  will  be  visible. 

(e)  Import  Class  Data — see  figure  4  or  required  parameters. 

(f)  Select  Class — see  figure  4  or  required  parameters. 

2.  Activate  SQL  /  SQL  Active  toggle  button. 

This  button  is  used  to  activate  the  SQL  import.  If  it  is  not  activated;  the  option  to  use 
SQL  import  is  not  available  on  the  Administrator’s  form. 


Activate  SQL 


SQL  Active 
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3.  Close  button. 

The  button  is  used  to  close  the  SQL  Server  Connections  form. 

Q  Close  Form 

D.  Change  Password 

1 .  Type  in  your  old  password. 

2.  Type  in  your  new  password. 

3.  Confirm  your  new  password. 

4.  Click  the  Change  Password  button  if  you  want  to  change  your  password  or  Cancel  if 
you  change  your  mind. 

Change  Password 

Change  Password 

Old  Password 

New  Password 

Confirm  New 
Password 


5.  Passwords. 

(a)  Passwords  are  encrypted  and  must  be  decrypted  and  re-encrypted  to  be  stored. 

(b)  Passwords  must  have  a  minimum  of  12  characters  and  must  have: 

(1)  two  upper  case  letters 

(2)  two  lower  case  letters 

(3)  two  numbers 

(4)  two  special  characters 


! 

% 

) 

J 

? 

] 

{ 

■a 

& 

* 

< 

@ 

A 

1 

# 

■ 

+  / 

— 

[ 

} 

$ _ 

_ ( _ 

_ 9 _ 1 

> 

\ 

(5)  Space  can  be  used  in  any  position  of  the  password  except  the  last  character. 
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(c)  The  following  errors  could  be  encountered: 


(1)  Length  is  incorrect. 


(2)  Two  capital  letters  are  needed. 


(3)  Two  lowercase  letters  are  needed. 


(4)  Two  numbers  are  needed. 


(5)  Two  special  characters  are  needed. 


E.  Close  Form 

The  J  cose  Form  |  button  js  ciicked  to  close  the  database. 
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5.  Miscellaneous  Tasks 


A.  Activate  (Unhide)  Email  Button  for  Students. 

1 .  Enable  Bypass  Key. 

2.  Open  the  PASS  tool  using  the  Bypass  Key. 

3.  Locate  “frmResultsStudent”  form. 

4.  Open  in  Design  mode. 

5.  Locate  the  Email  button  (btnEmail). 

6.  In  the  properties  sheet,  change  visible  property  from  No  to  Yes. 

7.  Save  form. 

8.  Close  PASS  tool. 

9.  Disable  Bypass  Key. 

B.  Add  Calculation  Formula. 

1 .  Enable  Bypass  Key. 

2.  Open  the  PASS  tool  using  the  Bypass  Key. 

3.  Ensure  hidden  objects  show: 
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Current  Database- 


Navigation- 


Navigation  Options  buttoi 


Show  Hidden  Objects 
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4.  Add  Formula. 


(a)  Locate  table:  tlkpCoding 

(b)  Right  click  on  table 

(c)  Open 

(d)  Add  Formula 

(e)  Save 


Note:  See  figure  5  for  the  following  steps: 

5.  Create  Formula  Query. 

(a)  Review  current  formula  queries. 

(b)  Create  new  query  using  math  function  for  results. 

(c)  Ensure  fields  are  in  the  same  order  as  the  other  Formula  queries. 

(d)  Test  to  ensure  results  are  consistent  with  formula. 

6.  Add  New  Query  to  Union  Query. 

(a)  Add  query  to  the  Calculation  Results  union  query. 

(b)  Test  to  ensure  formula  is  correct. 

7.  Test  new  formula  with  the  results. 

(a)  Using  the  Researcher’s  Questionnaire  Verification  user  interface,  create  a 
questionnaire  with  the  responses  of  the  new  formula. 

(b)  Test  to  ensure  results  are  as  intended. 

8.  Disable  Bypass  Key. 


I  tbIVariableOuestion 
°T1  tbIVariables 
3  tlkpCoding 
S  tlkp  Form  Style 
1  tlkpForm  Lilas 

_ I  tlkpCoding 

I  tlkp  Form  Style 
1  tlkpFormulas 
3  tlkpGraduate 
_i  tlkpOperation 

_ I  tlkpQuestionType 

S  tlkp  Role 
1  tlkpTeam 
I  tlkpWarningText 


tmpAdminNegative_Aggr  Cop^ 

L-&  Easts 


tmpAdminPositive_Aggrei 

tmpBlankCadreCharts 

tmpCADRE_Dashboard_A 


Gj|  Open 
&£  Design  View 


Import  ► 

Export  ► 

Collect  and  Update  Data  via  E-mail 


it 


Rename 

Hide  in  this  Group 

Delete 

Cut 


g|]  Linked  Table  Manager 

^  Table  Properties 


19 


Table 
Nam  os 


tlkpCodmg 

tblFormStyle 

llkpFormulas 

tbl  Predictors 

tbIGuestion 

ibl' Variable 

tblVariableGuestion 


Calculations 


Query 

Names 


qryCalculationBasics 

qiryCalculationAddition 
qry  Calculation  Average 
qryCalculationRAW 
qryCalculationWeightedAverage 
qry  Calculation  WeightedSu  m 

u  ni  onq  ryCa  leu  lation  Results 

qryResu  Its  Positive 
qryResu  Its  Negative 


Module 

Names 


Legend 


Table 


Query 


modGValue 
Q value  Function 

mod  Final  Results 
Final  Resu  Its  Function 


Figure  5.  Formula  data  flow  diagram. 
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6.  Best  Practices 


A.  Master  Database  File 

1 .  Maintain  original  database  file. 

Do  not  change  the  passwords;  in  the  event  the  modified  Master’s  password  is  lost  or 
forgotten,  the  original  can  be  copied.  Original  passwords: 

(a)  IT  Admin:  PassToollO!! 

(b)  VBA  Window  (Code):  PASStoolAdmin 

(c)  Back  End:  PASStoolBE2010!! 

(d)  First  Researcher  Admin:  SuperAdminl2%A 

2.  Maintain  two  master  files. 

(a)  File  one 

(1)  Modify  passwords  and  distribute  file. 

(2)  Allow  researchers  to  change  the  questionnaire,  etc. 

(3)  After  researcher  has  finalized  questionnaire,  etc.,  make  copy  two. 

(4)  Distribute  file  according  to  usage. 

(b)  File  two 

(1)  After  copy  one  has  been  finalized,  copy  file  one. 

(2)  Change  the  passwords  back  to  the  original. 

(3)  Keep  copy  in  a  separate  location  (backup). 

B.  First  Research  Admin  Is  IT  Admin 

1 .  This  allows  the  IT  Admin  to  use  the  same  interface  as  the  Researcher  Admin. 

2.  Enables  IT  Admin  to  check  passwords  of  all  users  and  reset  passwords  as  needed. 

C.  Security  Issues 

1 .  General  Recommendations 

(a)  Use  a  hidden  UNC  location  for  the  BE  and  all  backups. 
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This  keeps  the  location  hidden  so  most  users  (students  specifically)  are  unaware 
of  where  the  files  reside. 


(b)  Rename  the  FE  extension  from  ACCDB  to  ACCDR. 


The  extension  ACCDR  designates  it  is  a  runtime  file.  Access  runtime  mode 
prevents  users  from  modifying  or  deleting  objects  from  the  application.  It  also 
prevents  users  from  linking  to  the  file  or  importing  objects  (e.g.,  tables)  from  the 
file. 


When  changed,  the  Access  icon  changes  from 
indicating  the  file  locked. 


IS 

PASS  Tool 

PASS  Tool 

vl.accdr 

to 

vl.accdb 

2.  Back  End  (BE) 

(a)  Location 

(1)  Access  to  the  BE’s  location  will  allow  it  to  be  copied. 

(2)  Keep  the  UNC  location  hidden  using  the  “$”  in  the  share  designation;  this 
keeps  the  location  hidden  and  is  more  difficult  to  find. 

(b)  Encrypt  BE 

(1)  Enable  Bypass  key. 

(2)  Click  on  Database  Tools. 

(3)  Click  on  Encrypt  with  Password. 


Run  Macro 

py(=|  Jf  Property  Sheet 

Ai  Database  Documenter 

jS  V 

\ 

*— — 1  Create  Shortcut  Menu  from  Macro 

“  Object  Dependencies 

5b  Analyze  Performance 

5*  Encrypt  with  Password 

| 

Make 

Visual 

Relationships 

| _ |  Message  Bar 

Analyze  Table 

SQL  Access  Linke 

Server  Database  Mai 

l 

Basic  TQ  Convert  Macros  to  Visual  Basic 

nager  ttSf  Add-ins  • 

ACCDE 

( _ Macro _ J 

Show/Hide 

Analyze 

Move  Data 

Database  Tools 

(4)  Follow  the  directions  on  the  screen. 

(5)  Write  down  the  password. 

(6)  Relink  tables  in  FE. 

(c)  BE  Copied/Linked 

(1)  Encrypting  the  BE  will  ensure  the  person  that  attempts  to  use  it  will  be 
required  to  supply  the  password. 

(2)  Encrypting  the  BE  will  not  allow  the  BE  to  be  used  without  a  password, 
a.  Cannot  to  be  linked. 
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b.  Cannot  copy  a  table  or  any  object. 

c.  Cannot  open  file. 

3.  Front  End  (FE) 

(a)  Enabled  Bypass  Key 

(1)  Does  not  allow  a  user  to  bypass  the  Autoexec  macro. 

(2)  Ensures  Autoexec  macro  is  used  and  forces  the  user  to  use  the  login  screen. 

(b)  Connect  BE  tables  through  FE 

(1)  New  empty  database. 

a.  Linking  to  the  tables  cannot  be  done. 

b.  Importing  tables  -  user  can  only  import  the  “link”  to  the  tables. 

(i)  Can  be  directly  opened  if  the  user  is  authorized  to  access  the  location 
of  the  BE. 

(ii)  Cannot  be  used  if  the  file  has  been  moved  from  the  LAN. 

(2)  All  tables  have  been  hidden  in  the  BE. 

a.  Typically,  hidden  objects  cannot  be  seen. 

b.  Standard  setup  for  users  is  to  ensure  hidden  objects  do  not  show  using  the 
Navigation  Options. 

(3)  Personal  Identifiable  Information  (PII) 

a.  Name  and  Rank  are  visible. 

b.  DOB  is  not  collected  or  stored. 

c.  SSN  or  password. 

(i)  Are  encrypted 

(ii)  Cannot  be  decrypted  without  code 

(iii)  Code  functions  cannot  be  imported  into  a  new  file 

(c)  Ensure  extension  has  been  changed  from  ACCDB  to  ACCDR  (see  above). 

4.  Single  File 

(a)  Enabled  Bypass  Key 

(1)  Does  not  allow  a  user  to  bypass  the  Autoexec  macro. 
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(2)  Ensures  Autoexec  macro  is  used  and  forces  the  user  to  use  the  login  screen. 

(3)  Even  if  the  extension  was  changed  to  ACCDR,  the  typical  user  still  cannot 
access  the  objects  (e.g.,  tables,  code). 

(b)  Ensure  extension  has  been  changed  from  ACCDB  to  ACCDR  (see  above). 
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(PDF)  RDRL  HRM  C  A  DAVISON 
320  MANSCEN  LOOP  STE  115 
FORT  LEONARD  WOOD  MO  65473 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  D 
T  DAVIS 

BLDG  5400  RM  C242 

REDSTONE  ARSENAL  AL  35898-7290 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRS  EA  DR  V  J  RICE 
BLDG  4011  RM  217 
1750  GREELEY  RD 

FORT  SAM  HOUSTON  TX  78234-5002 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  DG  J  RUBINSTEIN 
BLDG  333 

PICATINNY  ARSENAL  NJ  07806-5000 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  ARMC  FIELD  ELEMENT 

RDRL  HRM  CH  C  BURNS 
THIRD  AVE  BLDG  1467B  RM  336 
FORT  KNOX  KY  40121 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  AWC  FIELD  ELEMENT 

RDRL  HRM  DJ  D  DURBIN 
BLDG  4506  (DCD)  RM  107 
FORT  RUCKER  AL  36362-5000 


1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  CK  J  REINHART 
10125  KINGMAN  RD  BLDG  3 1 7 
FORT  BELVOIR  VA  22060-5828 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  AY  M  BARNES 
2520  HEALY  AVE 
STE  1172  BLDG  51005 
FORT  HUACHUCA  AZ  85613-7069 

1  ARMY  RSCH  LABORATORY  -  HRED 

(PDF)  RDRL  HRM  AP  D  UNGV ARSKY 
POPE  HALL  BLDG  470 
BCBL  806  HARRISON  DR 
FORT  LEAVENWORTH  KS  66027-2302 

1  ARMY  RSCH  LABORATORY  -  HRED 

(PDF)  RDRL  HRM  AT  J  CHEN 
12423  RESEARCH  PKWY 
ORLANDO  FL  32826-3276 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  AT  C  KORTENHAUS 
12350  RESEARCH  PKWY 
ORLANDO  FL  32826-3276 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  CU  B  LUTAS-SPENCER 
6501  E  11  MILERD  MS  284 
BLDG200A  2ND  FL  RM2104 
WARREN  MI  48397-5000 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  FIRES  CTR  OF  EXCELLENCE 
FIELD  ELEMENT 
RDRL  HRM  AF  C  HERNANDEZ 
3040  NW  AUSTIN  RD  RM  221 
FORT  SILL  OK  73503-9043 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  AV  W  CULBERTSON 
91012  STATION  AVE 
FORT  HOOD  TX  76544-5073 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  HUMAN  RSRCH  AND  ENGRNG 

DIRCTRT  MCOE  FIELD  ELEMENT 
RDRL  HRM  DW  C  CARSTENS 
6450  WAY  ST 
BLDG  2839  RM  310 
FORT  BENNING  GA  31905-5400 
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NO.  OF 

COPIES  ORGANIZATION 


1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  RDRL  HRM  DE  A  MARES 

1733  PLEASONTON  RD  BOX  3 
FORT  BLISS  TX  79916-6816 

8  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  SIMULATION  &  TRAINING 
TECHNOLOGY  CENTER 
RDRL  HRT  COL  M  CLARKE 
RDRL  HRT  I  MARTINEZ 
RDRL  HRT  T  R  SOTTILARE 
RDRL  HRT  B  N  FINKELSTEIN 
RDRL  HRT  G  A  RODRIGUEZ 
RDRL  HRT  I  J  HART 
RDRL  HRT  M  C  METEVIER 
RDRL  HRT  S  B  PETTIT 
12423  RESEARCH  PARKWAY 
ORLANDO  FL  32826 

1  ARMY  RSCH  LABORATORY  -  HRED 
(PDF)  HQ  USASOC 

RDRL  HRM  CN  R  SPENCER 
BLDG  E2929  DESERT  STORM  DRIVE 
FORT  BRAGG  NC  283 1 0 

ABERDEEN  PROVING  GROUND 

12  DIRUSARL 
(PDF)  RDRL  HR 

L  ALLENDER 
P  FRANASZCZUK 
C  COSENZO 
RDRL  HRM 

P  S A V AGE-KNEP  SHIELD 
RDRL  HRM  AL 
C  PAULILLO 
RDRL  HRM  B 
C  SAMMS 
RDRL  HRM  C 
L  GARRETT 
RDRL  HRS 
J  LOCKETT 
RDRL  HRS  B 
M  LAFIANDRA 
RDRL  HRS  C 
K  MCDOWELL 
RDRL  HRS  D 
B  AMREIN 
RDRL  HRS  E 
D  HEADLEY 
RDRL  HRS  EA 
VRICE 
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